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   RISK  MANAGEMENT  POLICY 

 

 

Risk Management Philosophy 

 

Sunflower Community Association aspires to operate in a way that protects the 

health,  safety  and   security  of  community  members,   staff    members   and 

volunteers  while  safeguarding assets.  

 

Risk Management Goals 

 

Sunflower  Community Association seeks to involve appropriate  professionals, 

Board   Members    and   personnel   at  all   levels of   the  organization   in  the 

identification of risks and  in the creation of  practical strategies  to make certain 

that  the Association’s    approach  to  risk    management    considers   diverse 

perspectives   and   staff  understand their roles and responsibilities in protecting 

the mission and assets of the organization.  

 

General Safety Principles 

 

Sunflower Community Association strives at all times to operate in compliance 

with local, state, and federal laws and regulations.  Safety and risk management 

activities are multi-faceted   and include: 

 

 Thoughtful screening, selection and training of employed staff 

 Creation and enforcement of policies 

 Maintaining safe and secure facilities 

 Establishing procedures to be followed in the event of an emergency 

 Maintaining clear communications channels 

 Purchasing insurance coverage as a financing mechanism for certain risks, 

but  recognizing that  insurance is not a substitute for vigilance in  planning 

and implementing programs 
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Responsibility for Risk Management 

 

Board of Directors  

 

 Adopts annual goals and budget with risk management in mind 

 Adopts  annual  capital  budget with risk management in   mind  

 

 Adopts    and   establishes     policies   (i.e. Employee   policies;   

Investment  Management  policies) 

 Reviews the  Association’s insurance program  periodically 

 Reviews the Association’s Risk Management Policy every  three  

years   with   annual   revisions as   needed and as  provided  by 

management 

 

Legal Counsel for the Association 

 

 Serves   as   advisor to the  Board  of  Directors in legal matters,  

making  referrals to specialists on an as needed basis. 

 Advises  senior staff on  the  contracts,  agreements,  forms, etc.;  

reviews  contracts  on  an  as  needed   basis; makes  referrals  to 

specialists on an as needed basis. 

 

General Manager 

 

 Assigns staff to design and carry out safety and risk management 

activities. 

 Assigns  staff  to perform   annual  review of  the  safety and risk 

management  activities. 

 Executes contracts for the organization. 

 Keeps the Board  apprised of  emerging  threats and opportunities  

facing  the  organization. 

 Gives annual report  to Board of  any revisions needed to the  Risk 

Management Policy. 

 

Indemnification 
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The  association  maintains a Directors' & Officers'  liability insurance 

policy.   The policy limit of liability is $2,000,000.   

 

Board Operations 

 

Sunflower Community Association has adopted a Policy Manual containing  the 

key policies of the Board. The Manual is reviewed periodically by the Board of 

Directors and updates are made on an as-needed basis. 

 

Insurance Review 

 

Liability, property, key  person, and  worker’s   compensation   insurance 

policies  are  maintained  by   Sunflower  and reviewed   annually by   the  

Board  of  Directors   and  General  Manager.      Directors    &    Officers 

insurance and a Fidelity Bond are included.  The Association’s insurance 

carrier is consulted as needed. 

              

 

Preventive Maintenance 

 

In  order  to  avert   accidents,  injuries  and  property  damage  and  be  in 

position  to   establish  that the  organization has  fulfilled its duty of  care, 

Sunflower  ensures  that  appropriate   maintenance  is  scheduled  for  key 

areas of the premises (e.g., roofs and floors). 

 

The   General   Manager  of   Sunflower  is   responsible  for   monitoring 

compliance  with the preventive  maintenance  policy and  overseeing  its 

review and updating on a regular basis. 

 

Technology and Information Management 

 

Development of Systems Inventory 

 

Sunflower  is  committed to  preserving  its assets.  To expedite recovery 

from  an  incident involving  the  organization's  equipment and  systems, 

responsibility has been assigned to the  General Manager for establishing  

and  maintaining  an inventory  and  documentation of  all  systems.  The 

documentation    shall    include   a   complete   inventory   of   electronic 

equipment and computer technology,  including  hardware and  software. 

The  General  Manager updates the  documentation on an annual basis or  



  Policy No. 3.08 

 

Risk Management Policy  Page 4 of 6 

Adopted 01-11-2005; Revised 07-02-2014 
    

as  warranted by system  acquisitions.   Excess  inventory may be  stored  

off-premises. 

 

Physical Security for Technology Assets 

 

Sunflower is committed  to protecting its office  technology assets. The 

organization takes all reasonable steps to protect and safeguard systems  

and  equipment from damage due to power  fluctuations, water damage,  

dust,  extreme  temperature  change  and  other  environmental   factors.  

In   addition,  the  organization  guards  against  threats  due  to  viruses,  

worms,    malicious    software    and   hackers.   The   position    in   the 

organization responsible for overseeing the security of  office systems is  

the  General  Manager. 

 

Access Security 

 

Sunflower maintains  numerous files containing personal data,  financial 

information,  and  other confidential  or  proprietary  information.  These  

files  may  be  in paper  or  electronic  form.   The  staff  limits  access  to 

certain  files    based  upon   individuals'   responsibilities  and  job  tasks. 

Confidential documents are secured in locked filing cabinets. 

 

Any  employee  whose  work  requires  access to confidential  documents 

should ensure that files are returned to their secure location.  Persons who 

knowingly obtain  unauthorized access to confidential information will be 

subject  to  discipline,  up to  and   including   termination.   All incoming 

employees receive an Employee Policy Manual. 

     

 

Use of Passwords as a Security Measure 

 

Each individual with access to computer systems is responsible for the 

selection,  security and changing of their passwords in accordance with 

the following guidelines. 

 

Passwords must: 

 

 Be memorized, not written down 

 Be changed every two years 
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Passwords must not contain: 

 

 Personally identifiable information of the user  

 

Staff  has also been  instructed to adhere to the following 

additional considerations:  

 

 Not  to  use the   "Remember Password"  feature of  applications  

and not to  create a "hot key" for password use. 

 Suspicion  that  a   password  has  been  compromised,   must  be 

reported   to  the   General  Manager or a  supervisor  as soon  as  

possible. 

 

Systems Backup 

 

Sunflower understands the importance of maintaining computer operations 

in order to deliver services and programs. A major tool to mitigate damage 

to computer systems is to adopt procedures for creating and storing system 

backups  to  enable  the  organization  to  quickly  restore  any  lost  files or 

systems. 

 

 

 Backup Guidelines  

 Daily—a  full  backup  is performed  on  a detachable  hard  drive  and 

also to an off-site on-line secure service.  

 Testing—The technical  contractor performs a test of  the backups on a 

quarterly basis.  

 

 

Managing Internet and World Wide Web Risks 

 

Internet Security 

 

Due to the nature of the  Association’s information systems and  network, 

stringent yet appropriate security measures are implemented to protect the 

information.   
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Web Site Content 

 

The General Manager is responsible for ensuring that content meets the 

Association’s     quality   standards  and   that  due  diligence   has  been 

completed to  ensure  that the  Association is within its rights to use any 

material it posts.   

 

General Evacuation Policy 

 

Sunflower assures  appropriate  fire detection  and  warning  systems are  

in  place,  maintained and operational  to facilitate vacating the premises  

in the  event of  an  emergency.  Exit doors and  pathways are  kept clear  

for  emergency   exiting.     The   organization   refers to    standards and 

recommendations    provided     by   the    U.S.   Department   of   Labor,  

Occupational   Safety & Health  Administration  and  the  local  fire  and  

police departments in order to comply with legislation and regulations. 

 

 

Insurance Program for Sunflower Community Association 

 

Policies in Place 

 

Commercial/Professional Liability (includes Property and Liability 

Coverage) 

 

Excess Liability 

 

Directors   & Officers 

Worker’s Compensation 

 

 

 

 

 

 
 


